
 

 

April 29, 2019 

 

TO: 

Honorable Kathleen H. Burgess, Secretary to the Commission 

New York State Public Service Commission 

Empire State Plaza, Agency Building 3 

Albany, NY 12223-1350  

Email: secretary@dps.ny.gov 

 

FROM: 

Shyam Mehta 

Executive Director 

New York Solar Energy Industries Association 

Ph: 510-229-8663 

Email: shyam@nyseia.org 

RE: 

• MATTER 18-M-0376 – Proceeding on Motion of the Commission Regarding Cyber 

Security Protocols and Protections in the Energy Market Place 

• MATTER 15-M-0180 - In the Matter of Regulation and Oversight of Distributed Energy 

Resource Providers 

 

 

Dear Secretary Burgess, 

 

Please find the comments of the New York Solar Energy Industries Association (NYSEIA) 

regarding the Joint Utilities Petition for Approval of the Business-to-Business Process Used to 

Formulate a Data Security Agreement and for Affirming the Joint Utilities’ Authority to Require 

and Enforce Execution of the Data Security Agreement by Entities Seeking Access to Utility 

Customer Data or Utility Systems, filed on February 4, 2019. 

 

/s/ Shyam Mehta 

 

Shyam Mehta 

Executive Director 

New York Solar Energy Industries Association (NYSEIA) 

 

 

 

 

 

 

 

 

 

 



1. Background 

 

In their February 4, 2019 petition, the Joint Utilities of New York (JU) request that the 

Commission: 

  

1. Confirm that the business-to-business process that was used to develop the Data 

Security Agreement (DSA) and the Self-Attestation (SA) form was appropriate; 

2. Authorize the amendment of the DSA going forward through the business-to-business 

process; 

3. Approve minimum standard requirements in the DSA subject to continuing possible 

modification as necessary to accommodate technological changes; 

4. Affirm JU authority to require Energy Services Entities (ESEs) to submit and execute 

a DSA; and to disconnect an ESE from the utility’s IT system for failure to do so. 

      

NYSEIA recognizes the importance of data security and keeping confidential information 

private, and many of NYSEIA’s members maintain strong safeguards against cyber incursion 

and breaches of confidential information. However, the current DSA, and the business-to-

business process used to create the DSA, have significant shortcomings. These comments will 

address NYSEIA’s concerns regarding both the business-to-business process as well as the 

resulting DSA. 

 

2. The Business-to-Business Process that Resulted in Creation of DSA and SA Forms is 

Fundamentally Flawed 

 

In their February 4, 2019 petition, the JU state that the requirements outlined in their 

proposed DSA and SA forms are intended to apply to retailer/energy service companies (ESCOs) 

Distributed Energy Resources (DERs) as well as Energy Service Entities (ESEs.) The JU Petition 

implies that all of the members of this latter group has been a part of the “business-to-business” 

from the outset, back in early 2018. This is not the case. While the JU ensured that all nine of the 

companies in their industry group were active participants in the business-to-business process, 

the roughly sixty-day period between the Commission opening Matter 18-M-0376 and the Joint 

Utilities' declaration that the work was complete did not provide enough time for the more than 

eighty ESCOs to participate. While it is not clear exactly how many ESCOs participated in the 

process, what is clear is that even for those ESCOs fortunate enough to be included by the Joint 

Utilities, their participation was limited. Substantive in-person discussions between the Joint 

Utilities and ESEs occurred only once. Moreover, many DER providers as well as entities such 

as consultants and contractors only became aware that their access to customer data was at risk 

late in the process, and the general body of DERs and third-parties were not active participants in 

the business-to-business process.  

 

Furthermore, the business-to-business process outlined above concluded essentially 

unresolved, with many outstanding questions and several areas of substantive disagreement 

between the JU and ESEs. Despite this, however, the Joint Utilities issued an email statement on 

August 16, 2018 in which they declared that the DSA and SA were final. The fact that ESEs 

were not able to have meaningful participation on a level playing field invalidates the business-

to-business process used in developing the current version of the DSA. 



3. Cybersecurity Insurance Requirement of $5 Million is Cost-Prohibitive for Most DER 

Providers and Would Not Significantly Offset Costs to a Utility in the Event of a Major 

Breach 

 

The Joint Utilities have steadfastly maintained that a cyber insurance requirement should 

be applied to ESEs, although they reduced the amount of the DSA cyber insurance requirement 

to $5 million rather than the $10 million that was originally proposed and also agreed to remove 

the proposal that utilities be included as a named insured. While $5 million in cyber insurance is 

preferable to $10 million, neither is likely to significantly offset the potential costs associated 

with a major cyber breach. Any cyber insurance policy that would cover the costs to a utility of a 

large breach would be completely unaffordable for all but the largest market participant. Instead, 

all the proposed requirement appears to do is erect a barrier to entry by smaller firms. To the 

extent that cyber insurance is required, the Commission should consider scaling the requirement 

according to the nature of the data to be protected, the level of risk imposed and the revenues of 

the firm.    

 

4. Derivative Data Prohibition is Unreasonable and Irrational 

 

Section 14a of the DSA prohibits the creation or maintenance of data which are 

derivative of Confidential Utility Information unless it is for the purposes of the DSA or as 

authorized under the Uniform Business Practices (UBP) or UBP-DER. This prohibition is 

unreasonable. Firstly, the term “derivations” is so broadly defined as to encompass the most 

basic mathematical manipulations by a software program, whether it is analyzing time-series 

usage data, correlating weather data with usage, or calculating averages of usage for comparison 

purposes. Most, if not all, popularly used DER software applications would consequently be in 

immediate breach of the DSA. 

 

Secondly, where a customer has consented to the use of its data for a particular purpose, 

regardless of whether it is for the purposes of the DSA or authorized under the UBP, the fact that 

the data was obtained from the utility should be immaterial. In-house research and analysis 

divisions of ESEs as well as their third-party consultants and contractors often develop derivative 

data and analyses using data they have been authorized to obtain from utilities. In many cases, 

the purpose of this analysis is to further the Commission’s goals, such as Reforming the Utility 

Vision. It is not reasonable to bar such consultants from engaging in analytical work simply 

because the utility wants to assert proprietary rights over data. The data is the customers,’ not the 

utilities’, a fact that is not changed by the fact that utilities are the ones that hold it. 

 

 

NYSEIA hopes that the information provided herein is helpful as the Commission deliberates 

these issues, and thanks the Commission for the opportunity to provide comments. 

 

Respectfully,  

 

/s/ Shyam Mehta 

Shyam Mehta 

Executive Director, New York Solar Energy Industries Association (NYSEIA) 


